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i.

PARIS/ELECTRO/5

CMI RULES FOR ELECTRONIC BILLS OF LADING

SCOPE OF APPLICATION

These rutes shall apply whenever the parties so agree.

a.

. DEFINITIONS

“Contract of Carriage” means any agreement to carry goods wholly

or partly by sea.

“BD1” means Blectronic Data Interchange, i.e. the interchange of

trade data effected by teletransmission.

“UN/EDIFACT” means the United Nations Rules for Electronic Data

Interchange for Administration, Commerce and Transport.

“Transmission” means one or more messages electronically sent
together as one unit of dispatch which includes heading and

terminating data.

“Confirmation” means a Transmission which advises that the con-
tent of a Transmission appears to be complete and correct, with-
out prejudice to any subsequent consideration or action that the

content may warrant.



f. *“Private Key” means any technically appropriate form, such as a
combination of numbers and/or letters, which the parties may
agree for securing the authenticity and integrity of a

Transmission.

g. “Holder” means the party who is entitled to the rights described
in Article 7(a) by virtue of its possession of a valid Private

Key.

h. “Electronic Monitoring System” means the device by which a comput-
er system can be examined for the transactions that it recorded

such as a Trade Data Log or an Audit Trail.

i. “Electronic Storage” means any temporary, intermediate or perma-
nent storage of electronic data including the primary and the

back-up storage of such data.

3. RULES OF PROCEDURE

a. When not in conflict with these Rules, the Uniform Rules of Con-
duct for Interchange of Trade Data by Teletransmission, 1987

(UNCID) shall govern the conduct between the parties.

b. The EDI under these Rules should conform with the relevant UN/

EDIFACT standards. However, the partiecs may use any other method

of trade data interchange acceptable to all of the users.



c. Unless otherwise agreed, the document format for the Contract of
Carriage shall conform to the UN Layout Key or compatible national

standard for bills of lading.

d. Unless otherwise agreed, a recipient of a Transmission is not
authorised to act on a Transmission unless he has sent a Confir-

mation,

e. In the event of a dispute arising between the parties as to the
data actually transmitted, an Electronic Monitoring System may
be used to verify the data received. Data concerning other tran-
sactions not related to the data in dispute are to be considered
as trade secrets and thus not available for examination. If such
data are unavoidably revealed as part of the examination of the
Electronic Monitoring System, they must be treated as confidential
and not released to any outside party or used for any other pur-

pose.

f. Any transfer of rights to the goods shall be considered to be
private information, and shall not be released to any outside

party not connected to the transport or clearance of the goods.

4. FORM AND CONTENT OF THE RECEIPT MESSAGE

a. The carrier, upon receiving the goods from the shipper, shall
give notice of the receipt of the goods to the shipper by a

message at the electronic address specified by the shipper.



b. This receipt message shall include:

i. the name of the shipper;

i, the description of the goods, with any representations and
reservations, in the same tenor as would be required if a
paper bill of lading were issued;

iit. the date and place of the reccipt of the goods;

iv. a reference to the carrier’s terms and conditions of carriage;
and

v. the Private Key to be used in subsequent Transmissions.

The shipper must confirm this receipt message to the carrier,

upon which Confirmation the shipper shall be the Holder.

c¢. Upon demand of the Holder, the receipl message shall be updated
with the date and place of shipment as soon as the goods have

been loaded on board.

d. The information contained in (ii), (ii) and (iv) of paragraph (b)
above, including the date and place of shipment if updated in
accordance with paragraph (c) of this Rule, shall have the same
force and effect as if the reccipt message were contained in a
paper bill of lading

I

5. TERMS AND CONDITIONS OF THE CONTRACT OF CARRIAGE




a. It is agreed and understood that whenever the carrier makes a
reference to its terms and conditions of carriage, these terms

and conditions shall form part of the Contract of Carriage.

b. Such terms and conditions must be readily available to the par-

ties to the Contract of Carriage.

c¢. In the event of any conflict or inconsistency between such terms

and conditions and these Rules, these Rules shall prevail.
6. APPLICABLE LAW
The Contract of Carriage shall be subject to any international
convention or national law which would have been compulsorily

applicable if a paper bill of fading had been issued.

7. RIGHT OF CONTROL AND TRANSFER

a. The llolder is the only party who may, as against the carrier:

(1) claim detivery of the goods;

(2) nominate the consignee or substitule a nominated consignee

for any other party, including itself;

(3) transfer the Right of Control and Transfer to another party;



(4) instruct the carrier on any other subject concerning the

Contract of Carriage,as if he were the holder of a paper

bill of lading

b. A transfer of the Right of Control and Transfer shall be effec-
ted: (i) by notification of the current Holder to the carrier
of its intention to transfer its Right of Control and Transfer
to a proposed new Holder, and (ii) Confirmation by the carrier
of such notification message, whereupon (iii) the carrier shall
transmit the information as referred to in article 4 (except for
the Private Key) to the proposed new Holder, whereafter (iv)
the proposed new Holder shall advise the carrier of its accept-
ance of the Right of Control and Transfer, whereupon ( v) the
carrier shall cancel the current Private Key and issue a new

Private Key to the new Holder.

c. If the proposed new Holder advises the carrier that it does not
accept the Right of Control and Transfer or fails to advise the
carrier of such acceptance within a reasonable t{ime, the pro-
posed transfer of the Right of Control and Transfer shall not
take place. The carrier shall notify the current Holder accordingly

and the current Private Key shall retain its validity.
d. The transfer of the Right of Control and Transfer in the manner

described above shall have the same effect as the transfer of

such rights under a paper bill of lading



8. THE PRIVATE KEY

a. The Private Key is unique to each successive Holder. It is not
transferable by the Holder. The carrier and the Holder shall

each maintain the security of the Private Key.

b. The carrier shall only be obliged to send a Confirmation of an
electronic message to the last Holder to whom it issued a Private
Key, when such Holder secures the Transmission containing such

electronic message by the use of the Private Key.

c. The Private Key must be separate and distinct from any means used
to identify the Contract of Carriage, and any security password

or identification used to access the computer network.

9. DELIVERY

a. The carrier shall notify the Holder of the place and date of
intended delivery of the goods. Upon such notification the Hold-
er has a duty to nominate a consignee and to give adequate deliv-
ery instructions to the carrier with verification by the Private
Key. In the absence of such nomination, the Holder will be deemed

to be the consignee
b. The carrier shall deliver the goods to the consignee upon produc-

tion of proper identification in accordance with the delivery

instructions specified in paragraph (a) above; such delivery shall



automatically cancel the Private Key.

. The carrier shall be under no liability for misdelivery if it can

prove that it exercised reasonable care to ascertain that the

party who claimed to be the consignee was in fact that party.

10. OPTION TO RECEIVE A PAPER DOCUMENT

a. The Holder has the option at any time prior to delivery of the

C.

goods to demand from the carrier a paper bill of lading. Such
document shall be made available at a location to be determined
by the Holder, provided that no carrier shall be obliged to make
such document available at a place where it has no facilities and
in such instance the carrier shall only be obliged to make the
document available at the facility nearest to the location deter-
mined by the Holder. The carrier shall not be responsible for
delays in delivering the goods resulting from the Holder exer-

cising the above option.

. The carrier has the option at any time prior to delivery of the

goods to issue to the Holder a paper bill of lading uniess the
exercise of such option could result in undue delay or disrupts

the delivery of the goods.
A bill of lading issued under Rules 10(a) or (b) shall include:

(1) the information set out in the receipt message referred to

in Rule 4 (except for the Private Key); and (ii) a statement to



the effect that the bill of lading has been issued upon termi-
nation of the procedures for EDI under the CMI Rules for Electron-
ic Bills of Lading. The aforementioned bill of lading shall be
issued at the option of the Holder either to the order of the
Holder < whose name shall then be inserted in the bill of lading >

or to bearer.

d. The issuance of a paper bill of lading under Rule 10 (a) or (b)
shall cancel the Private Key and terminate the procedures for EDI
under these Rules. Termination of these procedures by the Holder
or the carrier will not relieve any of the parties to the Con-
tract of Carriage of their rights, obligations or liabilities
while performing under the present Rules nor of their rights,

obligations or liabilities under the Contract of Carriage

e. The Holder may demand at any time the issuance of a print-out of
the receipt message referred to in Rule 4 (except for the Private
Key) marked as “non-negotiable copy”. The issuance of such a
printout shall not cancel the Private Key nor terminate the

procedures for EDI.

11. ELECTRONIC DATA IS EQUIVALENT TO WRITING

The carrier and the shipper and all subsequent parties utilizing these
procedures agree that any national or local law, custom or practice
requiring the Contract of Carriage to be evidenced in writing and

signed, is satisfied by the transmitted and confirmed electronic data



residing on computer data storage media displayable in human language
on a video screen or as printed out by a computer. In agreeing to
adopt these Rules, the parties shall be taken to have agreed not to

raise the defence that this contract is not in writing.
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TRADE/WP. 4/R. 483

UNIFORM RULES OF CONDUCT FOR INTERCHANGE OF TRADE DATA BY TELETRANSMISSION
(UNCTD

Article 1: Objective

These rules aim at facilitating the interchange of trade data effected
by teletransmission, through the establishment of agreed rules of conduct
between parties engaged in such transmission. Except as otherwise provided

in these rules, they do not apply to the substance of trade data transfers.

Article 2: Definitions

For the purposes of these rules the following expressions used therein

shall have the meaning set out below:

a) Trade transaction: A specific contract for the purchase and sale or

supply of goods and/or services and/or other performances between the
parties concerned, identified as the transaction to which a trade data

message refers;

b) Trade data message: Trade data exchanged between parties concerned

with the conclusion or performance of a {rade transaction;

c¢) Trade data transfer (hereinafter referred to as “transfer”): One or

more trade data messages sent together as one unit of dispatch which



includes heading and terminating data;

d) Trade data interchange application protocol (TDI-AP): An accepted

method for interchange of trade data messages, based on international
standards for the presentation and structuring of trade data trans-

fers conveyed by teletransmission.

e) Trade data log: A collection of trade data transfers that provides a

complete historical record of trade data interchanged.

Article 3: Application

These rules are intended to apply to trade data interchange between
parties using a TDI-AP. They may also, as appropriate, be applied when

other methods of trade data interchange by teletransmission arc used.

Article 4: Interchange standards

The trade data elements, message structure and similar rules and
communication standards used in the interchange should be those speci-

fied in the TDI AP concerned.

Article h: Care

a) Parties applying a TDI AP should ensure that their transfers are
correct and complete in form, and secure, according to the TDI-AP

concerned and should take care to ensure their capability to receive



b)

a)

b)

a)

such transfers.

Intermediaries in transfers should be instructed to ensure that there
is no unauthorised change in transfers required to be retransmitted
and that the data content of such transfers is not disclosed to any

unauthorised person,

Article 6: Messages and transfers

A trade data message may relate to one or more trade transactlions and
should contain the appropriate identifier for each transaction and
means of verifying that the message is complete and correct according

to the TDI-AP concerned.

A transfer should identify the sender and the recipient; it should
include means of verifying, either through the technique used in the
transfer itself or by some other manner provided by the TDI AP con-

cerned, the formal completeness and authenticity of the transfer.

Article 7: Acknowledgement of a transfer

The sender of a transfer may stipulate that the recipient should
acknowledge receipt thercof. Acknowledgement may be made through the
teletransmission technique used or by other means provided through
the TDI-AP concerned. A recipient is not authorized to act on such

transfer until he has complied with the request of the sender.



b) If the sender has not received the stipulated acknowledgement within
a reasonable or stipulated time, he should take action to obtain it.
If, despite such action, an acknowledgement is not received within a
further period of reasonable time, the sender should advise the re-
cipient accordingly by using the same means as in the first transfer
or other means if necessary and, if he does so, he is authorized to

assume that the original transfer has not been received.

c¢) If a transfer received appears not to be in good order, correct and
complete in form, the recipient should inform the sender thereof as

soon as possible.

d) If the recipient of a transfer understands that it is not intended
for him, he should take reasonable action as soon as possible to in-
form the sender and should delete the information contained in such

transfer from his system, apart from the trade data log.

Article 8: Confirmation of content

a) The sender of a transfer may request the recipient to advise him
whether the content of one or more identified messages in the transfer
appears to be correct in substance, without prejudice to any subsequent
consideration or action that the content may warrant. A recipient is
not authorized to act on such transfer until he has complied with the

request of the sender,

b) If the sender has not received the requested advice within a reasonable



a)

b)

a)

b)

c)

time, he should take action to obtain it. If, despite such action, an
advice is not received within a further period of reasonable time,

the sender should advise the recipient accordingly and, if he does so,
he is authorized to assume that the transfer has not been accepted as

correct in substance.

Article 9: Protection of trade data

The parties may agree to apply special protection, where permissible
by encryption or by other means, to some or all data exchanged between

them.

The recipient of a transfer so protected should assure that at least

the same level of protection is applied for any further transfer.

Article 10: Storage of data

Each party should ensure that a complete trade data log is maintained
of all transfers as Lhey were sent and received, without any modifi-

cation.

Such trade data fog may be maintained on computer media provided that,
if so required, the data can be retrieved and presented in readable

form,

The trade data log referred to in paragraph (a) of this Article should

be stored unchanged either for the period of time required by national



law in the country of the party maintaining such trade data log or for
such longer period as may be agreed between the parties or, in the
absence of any requirement of national law or agreement between the

parties, for three years.

d) Bach party shall be responsible for making such arrangements as may
be necessary for the data referred to in paragraph (b) of this Article
to be prepared as a correct record of the transfers as sent and re-

ceived by that party in accordance with paragraph (a) of this Article.

e ) Bach party must see to it that the person responsible for the data
processing system of the party concerned, or such third party as may
be agreed by the parties or required by law, shall, where so required,
certify that the trade data log and any reproduction made from it is

correct.

Article 11: Interpretation

Queries regarding the correct meaning of the rules should be referred

to the International Chamber of Commerce, Paris.









